Intellicus DotNet Client Integration Guide

Release 5.X

: . e
ntellicus

Enterprise Reporting and
Business Insights Platform

©Intellicus Technologies
info@intellicus.com
www.intellicus.com

Intellicus DotNet Client Integration Guide 1




Introduction

Copyright © 2011 Intellicus Technologies.

This document and its content is copyrighted material of Intellicus Technologies.

The content may not be copied or derived from, through any means, in parts or
in whole, without a prior written permission from Intellicus Technologies. All
other product names are believed to be registered trademarks of the respective
companies.

Dated: - September 2011.

Acknowledgements

Intellicus acknowledges using of third-party libraries to extend support to the
functionalities that they provide.

For details, visit: http://www.intellicus.com/acknowledgements.htm .

Intellicus DotNet Client Integration Guide 2



http://www.intellicus.com/acknowledgements.htm

Introduction

Table of Contents
Intellicus DotNet Client Integration Guide
01 o T LT ot o o T 3

PrerequUisSites .icciiiiciii i i s rrs s nnanaaaannnan
Internet Information Server (IIS) .iuuiiiiiii i
2 001 ] T
HOSE @pPliCation ... e
INtelliCUuS REPOIT SOV . e aea s

Installing Intellicus DotNet Client...........c.cciiiiiiinisnssi s i s e sn e

Integrating Intellicus......c.ccviiiiiiirisi s s nns
Moving dll files to bin of HostApplication ........c.ciiiiiiiiii s
Merging contents of global.asax file.......ccooiuiiiiii e

ApPPlication S art. . i e e
ApPPliCation _ENd ..o s
Application_BeginRequUEeST ....cuui it
ST =T1=] Lo o TR =1 2 1 S

Merging contents of Web.Config file ......coeeiiiii e

LT ol o o o Y o YU o 1
AP PSS EEING S oo e
SY S O . WD i e e

Handling session timeouUt .......o.iiiiiii e e
Specifying Intellicus logs related information
Providing ACCESS PriVIlEgeS . .....uuiiiie i e e eeens
Setting IIS PropPerties (v e

ISAPI extension mapping for Intellicus.......ovviiiiiii i e
Enabling Anonymous Authentication ...
Deny Access to SecureData folder ....oviiiiiiiii i i

Intellicus DotNet Client Integration Guide




Introduction

Introduction

Intellicus functionalities are made available through Intellicus DotNet Client. It
can be deployed within a host application.

A host application can call the Intellicus functionalities either by calling the
Intellicus DotNet Client web pages (HTTP APIs) or by calling the provided
methods (DotNet APIs).

These APIs interact with Intellicus Report Server, which actually carries out
requested tasks.

We recommend reading chapter Prerequisites before actually going ahead with
installation of Intellicus DotNet Client.

% Important: Please read IntellicusGettingStarted.pdf before proceeding
< with installation of Intellicus DotNet Client.

Intellicus DotNet Client Integration Guide 4




Prerequisites

Prerequisites

Intellicus DotNet Client has following prerequisites:

ﬁ, Important: Intellicus DotNet Client is designed using .NET framework
ok version 2.0.50727 SP1 (Microsoft Visual Studio 2005 Version
8.0.50727.42). It needs Internet Information Server (IIS) 5.1 or higher.

Internet Information Server (IIS)
.NET application needs Internet Information Server 5.1 or higher (IIS) to serve

the web pages to clients. You need to make sure IIS is installed, is up and
running before going ahead.

Browser

Intellicus DotNet Client is certified on MS Internet Explorer 8.0.

Host application

As stated in the earlier, Intellicus DotNet Client can be integrated with a host
application. Make sure the application in which Intellicus client will be installed
is already installed as a web site in IIS.

& Note: This document makes use of Sample Host Application to
demonstrate steps of integration. If you are evaluating Intellicus DotNet
Client, then install the SampleHostApplication before going ahead.

Intellicus Report Server

After integration, host application will access Intellicus functionalities. Make
sure Intellicus Report Server is installed, up and running.
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Installing Intellicus DotNet Client

Installing Intellicus DotNet Client

Use this process to install Intellicus DotNet Client inside host application.
Step: 1. Execute Setup.exe file.

Following window appears.

'#& Intellicus DotNetClient 5.3.2

Welcome to the Intellicus DotNetClient 5.3.2 Setup
Wizard

The installerwill guide wou through the steps required to install Intellicus DotMNetClient 5.3.2 an your
computer.

WARMNIMNG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program. or any partion of it, may result in sewvere civil
or criminal penalties, and will be prasecuted to the maximum extent possible under the law.

Cancel

Figure 1: Welcome screen

Select Installation Folder step appears.
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Step 2. Specify Destination Folder.

To deploy Intellicus as embedded in host application configured in IIS,
destination path needs to be:

I C:\Inetpub\wwwroot\<Host Application>\intellicus

<Host Application> in above path indicates application folder of host application.

=11 Inetpub

{:I AdminScripts
: {1 Frproot
-] iissamples
{:I mailroot

: {:I Scripts

L private Intellicus should be installed

0 _wti_enf in Host Application.

20 _vti_log ‘
{:I _wki_pwt

{:I _whi_script
- it

+-{_] HostApplication
{:I images

Figure 2: Install Intellicus in Host Application

i Intellicus DotNetClient 5.3.2

Select Installation Folder

_ . . _ _ Intellicus needs to be
The installer will install Intellicus DotMetClient 5.3.2 ta the following falder. installed in folder with name

: N . ) . i ] intellicus and in folder of
To install in this folder. click "MNexd". To install to & different folder, enter ithelow or clickEETRER S ST e H o) ‘

-

Folder:
ClnetpubiwnrootHo sthpplicationyntellicusy,

v/ | Browse...

[ Disk Cosl..

Using Browse
button, go to the

right path.
Install Intellicus DotMetClient 5.3.2 for yvourself, or for anyone who uses this computer: 9k ‘

O Everyane
& Justme

Cancel l [ <Back ] [ MNext >

Figure 3:Select the Installation Folder
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ﬁ Important: It is recommended that Intellicus application should be
< Al installed in folder “intellicus” and that folder is just inside folder of host
application.

Click Next. Confirm Installation screen appears.

7 Intellicus DotNetClient 5.3.2 DER

Confirm Installation

The installer is ready to install Intellicus DothletClient 5.3.2 on your computer.

Click "Mext" to start the installation.

Cancel l l < Back ] [ Mext >

Figure 4: Confirm Installation

Installation starts.

Intellicus DotNet Client Integration Guide 9




Installing Intellicus DotNet Client

ji5 Intellicus DotNetClient 5.3.2

Installing Intellicus DotNetClient 5.3.2

Intellicus DotMetClient 5.3.2 is being installed.

Flease wait...

Cancel

Figure 5:Installation is in process
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#% Intellicus DotNetClient 5.3.2

Installation Complete

Intellicus DotMetClient 5.3.2 has been successfully installed.

Click "Cloge" to exit.

Click Close to

close the screen.

Flease use \Windows Update to check for any critical updates to the NET Framework.

Figure 6: Installation is complete

Falders x “\ Mame | Size | Tvpe | Modified
B3 wwwroot - "_] J bin File Folder 9/25/2007 4:04 PM
- | client File Folder 9f25/2007 4:04 PM
HostApplication ] DeFault, aspc.cs 1KE CSFile 9/21/2007 4116 PM
Intellicus-Demo.sin 4KE SLM File 9f24{2007 4:45 PM
Select an item to view its description, Report ZKB ASPY File 9121/2007 4:16 PM
P Report ., aspx.cs ZKB (CSFile 6/22/2007 5:01 PM
__lintellicus File Folder 9252007 4:06 PM
My Documents
Iy Metwork Places
- My Computer
+1-{_] client
-1 intelicus
""" J irmages

Figure 7: Intellicus Folder in Host Application Folder

Intellicus DotNet Client is installed.
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Integrating Intellicus

After installing the Intellicus DotNet Client, next steps is to carryout activities
that will make it possible to access Intellicus from within the host application.

The activities are:
¢ Moving the binaries: Moving dIl files of Intellicus to bin folder of
HostApplication.

¢ Merging contents of global.asax file: Merging contents of global.asax
shipped with Intellicus to that of HostApplication.

¢ Merging contents of Web.Config file: Merging contents of Web.config
shipped with Intellicus to that of HostApplication.

¢ Handling Session timeout: Specifying the URL of desired login page in case
of session timeout.

e Specifying Intellicus logs related information: Specifying the logging
details for Intellicus in Log4NetConfig.xml file.

e Providing Access Privileges: Providing access permission to worker process
on application folders to read/write the data.

e Setting IIS properties: Adding extension mappings for host application and
enabling anonymous authentication mode for Intellicus.

Moving dll files to bin of HostApplication
The /HostApplication/Intellicus/bin folder contains the dll files that Intellicus
DotNet Client needs. These files need to be moved from their existing location

to /HostApplication/bin.

E|_| Hostapplication

- common

Figure 8:Bin Folder of Host Application

& Note: Delete /HostApplication/intellicus/bin folder after files are copied.
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Merging contents of global.asax file

Following application initialization code should be placed within different events
exist in global.asax file.

(Adding Intellicus.URLRewriter namespace in Global.asax file)

I<%@ Import Namespace="Intellicus.URLRewriter"%>

(Adding selected contents of Global.asax file)

Add the content of following sections of /HostApplication/intellicus/Global.asax
file to the content of /HostApplication/Global.asax file.

Application_Start

void Application Start (object sender, EventArgs e)
{
//Relative path of Report Client properties file.
string strPath = "/client/Config/ReportClient.properties";
try
{
//Initialize the Intellicus application pre-requisites.
Initial.InitializeApplication (Application, strPath);
}

catch (Exception ex)

{

//Handle the exception occured.

Application_End

void Application End(object sender, EventArgs e)
{

//Perform Intellicus application cleanup task.
Initial.CleanUpTask("") ;

Application_BeginRequest

Ipublic void Application BeginRequest (Object source, EventArgs e)
{
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//Perform URL rewriting required for Intellicus application.

string strIntellicusPath = Request.ApplicationPath;

if (Request.Path.ToUpper () .Contains
(strIntellicusPath.ToUpper()))

Rewriter.Process () ;

Session_End

void Session End(object sender, EventArgs e)

{

//Perform Intellicus application cleanup task.

Initial.CleanUpTask (Session.SessionID) ;

Application_Error

void Session End(object sender, EventArgs e)

{

//Show user friendly error message page by supressing the
system error page.

Server.ClearError () ;

ﬁ: Important: Delete /HostApplication/intellicus/Global.asax after this
e activity is completed.

Merging contents of Web.Config file

(Add contents of web.config file)

Application configuration information is stored in web.config file. We need to
copy this information from /HostApplication/Intellicus/web.config to

/HostApplication/web.config file.

Make sure contents enclosed within following tags are added:

sectionGroup

This tag is found inside <configSections> tag. You need to append information
between sectionGroup tag start and end.
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<configSections><!-Add this tag 1f not present in host app
web.config-->
<sectionGroup name="system.web">
<section name="IntellicusUrlRewriter"
type="Intellicus.URLRewriter.Rewriter,
Intellicus.URLRewriter"/>
</sectionGroup>

</configSections>

If <sectionGroup> tag is not found in /HostApplication/Web.Config file, copy
the content including start-tag and end-tag from
/HostApplication/Intellicus/Web.Config file.

appSettings
You need to append information between appSettings tag start and end.

<appSettings>
<add key="Intellicus Relative Path" value="/Intellicus" />
<add key="Login Page Path" value=""/>

</appSettings>
% Important: The relative path should start from the first folder inside the
o host application’s folder name and end with “Intellicus”. For example, if

application folder structure is:

C:\f1\hostapplication\f2\f3\Intellicus, then relative path would be
“/f2/f3/Intellicus”.

If the path is not specified in this way, Intellicus DotNet Client will not be
able to find config files and resources required to display the required
page. As a result of this, user will receive "HTTP - 404 Page cannot be
found” error.

If <appSettings> tag is not found in /HostApplication/Web.Config file, copy
the content including start-tag and end-tag from
/HostApplication/Intellicus/Web.Config file.

system.web

You need to append information between system.web tag start and end.

<system.web>
<IntellicusUrlRewriter>
<rule>
<url>/core/view/.*</url>

<rewrite>/core/CoreViewServlet.aspx</rewrite>
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</rule>
<rule>
<url>/InteraController.jsp</url>
<rewrite>/InteraController.aspx</rewrite>
</rule>
<rule>
<url>IntelliController.aspx</url>
<rewrite>PrintHtmlFormat.aspx</rewrite>
</rule>
<rule>
<url>/client/servlet/.*</url>
<rewrite>/servlet/DownloadIRL.aspx</rewrite>
</rule>
<rule>
<url>/common/help/images/Default/.*</url>
<rewrite>/servlet/HelpController.aspx</rewrite>
</rule>
<rule>
<url>css/images/Default</url>
<rewrite>images/Default</rewrite>
</rule>
<rule>
<url>GridWidget.jsp</url>
<rewrite>GridWidget.aspx</rewrite>
</rule>
<rule>
<url>InteraController.jsp</url>
<rewrite>InteraController.aspx</rewrite>
</rule>
<rule>
<url>/tools/amchart/templates/.*</url>
<rewrite>/servlet/ChartTemplateController.aspx</rewrite>
</rule>
<rule>
<url>/templates/grids/.*</url>
<rewrite>/servlet/GridTemplateController.aspx</rewrite>
</rule>
</IntellicusUrlRewriter>

</system.web>

Important: Delete /HostApplication/Intellicus/web.config after this
activity is completed.
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Important: When host application is running under IIS7 or higher in
integrated pipeline mode, Web.Config should be upgraded using “appcmd
migrate config <website-location>" command.

After migrating the Web.Config file using appcmd utility, an attribute
runAllManagedModulesForAllRequests with value “true” should be added
to <module> tag within <system.WebServer> tag.

Handling session timeout

When session time-out occurs, all the session information is lost and application
needs to display login page.

Intellicus DotNet Client collects login information from Web.Config file. This file
contains the URL to be called in event of session timeout. Until changed, this
URL points to Intellicus’ login page - Login.aspx. This may not be correct in an
integrated environment.

You need to change Login.aspx to the host application’s login page URL. Host
application’s login page needs to have code for redirection after successful
authentication.

To change the URL, open the file Web.Config located in Intellicus folder and
specify the URL of host application Login Page.

I<add key="Login Page Path" value="/fl/Login.aspx"/>
Where, fl is the directory in the host application which contains Login.aspx.

If you want to open the called page, extract the value of encryptURL query string
parameter and use in the code of login page.

Specifying Intellicus logs related information
(Adding contents in Log4NetConfig.xml file)

Information about Intellicus is stored in logs. This information can be used for
debugging, if required.

When logs in host application are not maintained through
Log4NetConfig.xml

Copy /HostApplication/intellicus/Log4NetConfig.xml to /HostApplication folder.
In /HostApplication/Log4NetConfig.xml, replace

I<param name="File" value="client/logs/DotNetClient.log"/>
with

<param name="File"
value="intellicus/client/logs/DotNetClient.log"/>
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When logs in host application are maintained through Log4Net
In /HostApplication/Log4NetConfig.xml, replace

I<param name="File" value="client/logs/DotNetClient.log"/>
with

I<param name="File"

value="<relative file path including file name of log file>"/>

ﬁ Important: Delete /HostApplication/intellicus/Log4NetConfig.xml after
ko this activity is completed.

Providing Access Privileges

Intellicus will need to read/write reporting specific files on the machine where
IIS is installed.

Provide Full Security Access Rights either to "Everyone” user or to account name
under which ASP.NET process runs on the following folders

e intellicus/client/reports
e intellicus/client/logs
e intellicus/client/temp

e Intellicus/SecureData

Setting IIS properties

ISAPI extension mapping for Intellicus

Intellicus DotNet Client uses various extensions which should be recognized by
IIS. IIS needs application maps to be able to recognise the type of requests to
be served.

Given below is the list of extensions to be mapped:

.htm .properties .jpeg
.html .pdf .gif
.aspx .jsp .bmp
.ascx Xls .png
.asax .doc .swf
.axd .CSV .irl
.CSS Jjar .ict
.js .xml

.config Ext

Intellicus DotNet Client Integration Guide 19
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| .class | .jpg | |
Figure 9:Extensions to be mapped

ﬁ Important: In case host application is not using web services, above
F = extension mappings are not required. Add .* instead as extension.
When host application is running under IIS6 and individual extension
mapping is specified, Create a mapping in the ASP.NET HTTP handlers
configuration for each specific mapping in the IIS 6.0 scriptmaps. For
more information please refer following site -
http://support.microsoft.com/kb/909641

When host application is running under IIS 7 integrated pipeline mode,
extension mapping is not required.

Application mappings are carried out on Application Configuration dialog box

of Internet Service Manager.
To open Application Configurati

Open IIS interface.

lg' Internet Information Services (I15) Manager

‘fg Eile Action Wew window  Help

on dialog box,

¢ amEXFRRB| @@ 2] =m0

-F_'J Internet Information Services

Marme

| Path

=58 IMPETUS-834 (local computer)
EI_._J Application Pools

-ght DefaultappPool
= __| ‘Web Sites

= Default web Site

~.}._1 IntelicusDemoapplication
G aspriet_clisnt
=5

#-_l Trash
[#-__| ‘Web Service Extensions

__Ihbin
| Intellicus
| Cefaulk, aspe
| Default, aspe.cs
L~ Glabal asax
| Inkellicus-Demao.sin
| Log4hetConfig.xrml
| Log4MetConfig, xml. bak.
| web.config
| web.config.bak.

Open structure wu
to ths level.

Figure 10: IIS Manager showing Host Application
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*£ Internet Information Services

File  Action  Wiew Help

&« BEXFEER @B

= Weh Sites A Mame Path Sta
=g Default (3 &pp_Data
@ IISHEIP @ Default, aspx
G _vi_bin @ wieh, config
Prinkers
RepartServer
Reparts

[Z0 aspnet_client
@ HostApplication Open structure up
[ images to this level. s
@ Intellicus

[C _private

o e

22 _wti_log

[ _whi_pwt

|:| _whi_scripk

[C ikt h

Figure 11: Host Application Folder under Web Sites Folder

Right-click HostApplication node.

Y% Internet Information Services

File  Action  Wiew Help

« o BEXFRR @E

=] Web Sites 2| Mame Path Sta
=g Default weh Site (Japp_Data
@ HSHEIF' @ Default, aspx
G —vti_bin @ weh,config
Prinkers
ReportServer
Reparts
[ aspret_client
+
* @ . ' Explore
[:l images o
@ Intelic pen
3 _privat Browse
[0 _wtiel  paw , Right Click on Host application to
3 _whi_la all Tasks N go to Properties. Click Properties. I
3 _weipe
[ _wtiisg  Wiew
[ _wtitx |
< Delete S
Rename
Opens the properties dialog Refresh lectian.
Export Lisk...

Figure 12: Properties of Host Application

Host Application Properties dialog box opens.
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Click Configuration... on Directory tab’s Application Settings area.
If Configuration button is disabled then click Create button, which is present
just above the Configuration button.

HostApplication Properties @@

Directory | Documerts | Directory Security | HTTP Headers | Custom Erors | 45PNET

When connecting to this resource, the content should come from:;
(%) The designated directory

() & redirection to a URL

Local Path:

[ Seript source access Lag visits

Read Index thiz resource
[Jwdrite

[] Directory browsing

Application Sett . -
e Click Configurat
—

Application narme:

Starting point: <Defa.. \Hoztdpplication

Configuration. .
Execute Permissions: Scriptz only b
Application Protection: | Mediun [Pooled) b

-

Figure 13: Host Application Properties

Application Configuration dialog box appears.

Application Configuration @

Mappings | Options | Debugging

Application bappings

Exten... Executable Fath Werbs ~
| CwWAND nzoft NETFrame.. [ &l ]
.ad CAWINDOWS Microsoft MET\Frame...  GETHEA.

.adprato... C:AWINDOWS Microzoft NETFrame...  GET.HEA.
.aza CAWINDWShsystern 32hinetsrasp.dl - GET HEA.
.azan CAWINDOWS Microsoft METWFrame...  GETHEA.
La3CH CAWINDOWSAMicrosoft METWFrame...  GETHEA.
.azhy C:uiwfINDOWS \Microzoft NETFrame...  GET HEA.
LAz CAWINDOWS Microsoft METWFrame...  GETHEA.

.asp C:WwINDOWShsystem32hinetsrvhasp.dl - GET HEA.

Laspy CAWINDOWShMicrozsoft METAFrame...  GET HEA.

Laxd C:AWINDOWS Microsaft NET\Frame...  GETHEA. o

< >
sdd | [ Edt | [ Removwe

To add a new

extension mapping,
Click Add.
o [ coms | ‘

Figure 14: Add an extension

Add/Edit Application Extension Mapping dialog box appears.
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2. Select the file

aspnet_isapi.dll .

Add/Edit Application Extension Mapping

1. Browse to path: c:\

\WINDOWS\Microsoft.NE

Ezecutable: CAWANDOWSY . hasphet_izapi.dll T\Framework\v2.0.50727

Estenzion: N als| ]
Yerbs
(=) &l Verbs 3. In Extension,
specify respective
() Lirnit b extension. E.g. .jpg .

|

Script engine

[NiCheck that file exists ok l [ Cancel ][ Help

Figure\15: Application Extension Mapping

4, Clear Check that file

exists check-box.

—

After closing Add/Edit Application Extension Mapping dialog, close
Application Configuration dialog and Properties dialog by clicking OK on
respective dialog boxes.

IIS needs to be restarted after having completed this step.

Restart the IIS and Close IIS interface.

Enabling Anonymous Authentication

Applet that Intellicus uses for report printing and viewing report in Jvista is
unknown to IIS. Anonymous authentication needs to be enabled to load this
applet.

By default, IIS has anonymous authentication enabled. In case the host
application does not use anonymous authentication, it needs to be enabled for
Intellicus.

To enable anonymous authentication,

On IIS Interface, right-click HostApplication node and on context-menu, click
Properties. Host Application Properties dialog box opens.
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Y% Internet Information Services

File  Action  Wiew Help
= pot =N
=[] Web Sites || Mame Path Sta
- g# Default Web Site (Japp_Data

* @ II5Help @ Default, aspix
* Q —vt_bin @ web,canfig
+ Printers '
+ ReportServer
+ Reparts
+-[_] aspret_client
5 .
+ [:l images ijplu:ure
+ @ Intelic pen
+ D _privat Browse
+ [:l T aw »
200 o pitaks b
+ [:l _wki_py
+- _vtis]  Wiew r
#- _whi_tx

< Delete | 3

Renarne
Opens the properties dialog Refresh pediun.
Expoart Lisk...
Figure 16: Host Application Properties
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Select the Directory Security Tab and click Edit button of Anonymous access

and authentication control section.

HostApplication Properties @

Directary | Documents | Directory Security | HTTP Headers | Custom Enors | ASP.MET

Anonpmous access and authentication control

! ; Enable anonymous access and edit the

authentication methads for this resource.,

IP address and domain name restrictions

8

Secure communications

Require gecure communications and
enable client certificates when this
resouice iz acceszed.

[ 0K ” Cancel l

Figure 17: Check Authentication Methods

Authentication Methods dialog box opens.

Authentication Methods . a @
Directed [T Anonymous access \H\remuu-_a "
A Mo user name/pazsword required to access g

Account used for anonymous access:

* |dser name:

Password:

IP 3
Authenticated access
Far the following authentication methods, user name and pazsword
are required when

- ahonymous access iz disabled, or
c - access iz restricted using NTFS access cantral lists
&

[] Digest authentication for Windows domain servers

[] Basic authentication [password is sent in clear text]

Drefault domair:
Realn:

Integrated Windows authentication

[ Ok l [ Cancel ] [ Help ]

Figure 18: Authentication Methods

Click Edit button to open
Authentication

Methods
dialog.

If Anonymous access
checkbox is unchecked,

then follow furthm
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If Anonymous access is unchecked then follow the next steps. If it is checked,
there is no need to set Anonymous access for Intellicus folder since it is already
specified at root level.

On IIS interface, right-click Intellicus folder and on context-menu, click
properties.

Y% Internet Information Services Q@@

File  Action \iew Help
& X B 2
=[] Web Sites # || Mame Path Stat #
=g Default Web Site Cbin
+ - 115Help e I
- G _v_bin (A ComDlls
+ Printers [:l cormman
+ Repartserver [:l i
+ Reports I:Imn
+- g TempQo D?ret
+-[_ aspret_clent ustom
= @ Hostapplication (notification
{27 bin (L1 personalization
7 | Fclging
+-[07 images Explare =duler
+ I:l _private Open riky
+-[C _wki_cnf Browse designer
- _\"t?_|09 Mew p aulk.aspx
(] _wti_pvt all Tasks p raController.aspx b
< >
Wigw L
Opens the properties dialog ectian.
Delete
Rename " . =
reh Right-click Intellicus and
Refres Properties on context-menu.
Export List. ..

Figure 19: Properties of Intellicus Folder on IIS
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Intellicus Properties dialog box opens. Select the Directory Security Tab
and click on Edit button of Anonymous access and authentication control
section.

Intellicus Properties @E

Directory | Documents | Directory Security | HTTP Headers | Custom Errars | &SP.MET

Anorymouz access and authentication control

Click Edit button to open
Authentication S

! ; Enable anorymous access and edit the
dialog.

authentication methods for this resource.

|IP addrezz and domain name restictions

®

Secure communications

Fequire zecure communications and
enable client certificates when thiz
resource is accessed.

[ Ok ][ Cancel ]

Figure 20: Intellicus Properties-Authentication Methods

Authentication Methods dialog box opens.
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On Authentication Methods dialog, Anonymous access checkbox needs to be
checked.

[ 1

Directed  [#] Amonpmous access ET Make sure Anonymous

And Mo uzer name/pazsword required to access this resource. access checkbox I
checked.

| .
IIS will automatically take

user name and password.

Azcount used for anonymols access:

zer name: | IUSA_IMNTELLICUS-2889

azzword:

Allaw 115 to control password

Authenticated access

For the following authentication methodz, uger name and passward
are required when
- anonymous access is dizabled, or

5 - access iz restricted uzing NTFS access contral lists
e

[ ] Digest authentication for Windows domain servers

[ Basic authentication [password is sent in clear test]

Default domain:
Fiealm:

Integrated Windows authentication

[ ak ] [ Cancel l [ Help

Elp

Figure 21: Authentication Methods

IIS needs to be restarted after having completed this step.

Deny Access to SecureData folder

Go to the SecureData folder in IIS Manager.

Open Properties page.

Go to Directory Security tab -> Authentication and access control.

Uncheck 'Enable anonymous access' checkbox and disable all the authentication
methods below.

Restart the IIS and Close IIS interface.
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